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Critical Infrastructure & Societal/Economic Impacts

Historically, weather-related events have createdt  he greatest
damage among incidents involving critical infrastru ctures.

Many societal and economic impacts stem from their
dependence on critical infrastructure.

Critical infrastructure often mediates the impact o f extreme
weather upon society and the economy: it may either
exacerbate or mitigate consequences.

Many stakeholders

— All levels of government, particularly emergency managers
— Insurers & re-insurers

— Infrastructure owners/operators

— Markets / traders / brokers

— End users (individuals or businesses)
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Existing Major DSSs for Multiple Critical Infrastruc

ture
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Decision Support Example: VMWG Quick-Response Proce  ss
Analyses performed 3-5 days prior to estimated land
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Example Products for Hurricane Katrina (2005)
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Categories of Critical Infrastructure Decision Supp ort

Pre-event

— Contingency planning

— Security & reliability improvement
Near event

— Independent assessment & verification
Mid-event

— Situational awareness
Post-event

— Consequence assessment

— Event reconstruction

— Recovery & restoration operations

— Deployment of protective & assistive forces



Some Characteristics of Institutional Decision Make rs

* General styles of decision maker: “ intuitive " vs. “ quantitative

— “Intuitive” decision makers generally do not want uncertainty
information presented directly to them: they rely on analysts to fold
uncertainties into their guidance.

— “Quantitative” decision makers often want to probe or follow a chain
of reasoning to show which effects are important; they value
probabilistic information.

» Infrastructure decision-support product lines have many layers
of users.

— The presentation of results are typically simplified and abstracted
for higher levels of authority.

» Institutional considerations constrain decision sup port.

— Decision makers often have a preference for analyses based on
“officially sanctioned” meteorological products, instead of unofficial,
experimental, or incidental products.

— Emphasis on consistency among analyses is often paramount.



Relative Preference for Alternative
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Risk Attitude, Uncertainty & Utility

Multi-attribute utility
theory can sometimes
aid in characterizing
and visualizing complex,

multi-dimensional decision

problems involving
uncertainty.
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“Ildentify high-impact weather forecasts”

How can we effectively use ad hoc ensembles in forecasting
infrastructure impacts of extreme weather?

— What decision-theoretic framework is best suited for this synthesis?

— How can infrastructure impact forecast uncertainty based on such
ensembles be visualized and communicated in a statistically sound

manner?
Can ensemble generation be tuned to better support specific
Infrastructure, economic, and societal impact model S?
What are the specific NWP model requirements forin  puts to
particular infrastructure impact models? For examp le, . ..

— At what point do uncertainties in impact models overwhelm the
effects of improved forecasts of hurricane landfall location and
intensity?

— Can NWP models represent the time variation of winds (gusts,
downbursts, microbursts, vortex breakdown, tornados, etc.)
adequately for “first principles” infrastructure damage models?



“Develop advanced forecast verification measures”

» Historical event reconstruction to correlate wind, precipitation,
flooding to observed damage for various infrastruct ures has
lagged far behind the ever-growing sources of verif ication data.

— Multi-way comparisons of meteorological analysis, NWP model
outputs, observed damage, and forecast damage would provide

valuable guidance for model calibration, algorithm development,
and uncertainty quantification.

— A fuller understanding of available verification data will drive next-
generation impact model development and define effective limits for
algorithm development.

» Verification measures are specific to individual im pact sectors.
— Data are available for detailed case studies.



“Develop new user-specific weather products”

Can impact intensity scales similar to the Saffir-S  impson Scale
be developed for infrastructure, economic, or socie tal metrics?

— This can be presented geospatially as “risk maps”.
Is it possible to develop a unified framework and m ethodology

for the diversity of user-specific extreme-weather- Impact
products?
Linking infrastructure impact models more closely t 0 extreme

weather/climate models, and using the growing body of
historical statistics for weather-related infrastru cture damage
(as correlated to meteorological fields), can resul  tin
infrastructure damage forecasts with significantly higher
accuracy out further in the future, and such improv ement is of
keen interest to decision makers.

— Probabilistic and ensemble information can be propagated directly
through the whole modeling process, from the NWP models to the
Impacts models.



Data & Infrastructure Needs

» Consistent and formal use of established standards (especially
for real-time data) will greatly facilitate DSSres  earch and
development:

— metadata
— access protocols

* Rich-metadata catalogs of consistent impact verific ation data
set are essential for detailed verification studies

— meteorological analysis tuned for impact verification

— impact surveys (physical damage, economic effects, demographic
Impacts, evacuation, etc.) in standardized formats

— consistency between meteorological and impact data sets

* Modular software components enable rapid developmen t of
user-specific DSS products:

— cross-forecast (weather or infrastructure) comparison and
visualization

— ensemble management/manipulation
— decision-theoretic data processing



